Backing up made simple

Introduction

There are several options for backing up your PC. Most importantly, you should at least back up your data. For
this you can use an external hard drive in conjunction with Microsoft’s File History now built into Windows 8
and Windows 10. For the best protection, you should have a local backup and one that is stored offsite. You
can use a free Cloud Service such as OneDrive or Google Drive for this or an online backup service such as
Carbonite or CrashPlan. They’re both approx. $60 annually.

You should also backup your whole system in case your Windows installation becomes corrupted or infected
by malware. This is described below.

Remember — just because you don’t store much data on your PC and don’t want to back up your data, you
should still back up your system.

Quick summary
Even though this document is 11 pages, you only have to do the following to achieve a head start in protecting
your basic data:
1. Create a Windows Recovery Drive —you only need 8GB or larger
2. Obtain an external hard drive — almost anyone will do the job
3. Create a backup system image of your PC
4. Turn on and use File History — this can use the same external hard drive where you store the system
image
The instructions for all of these steps are included below.

So, whatever data backup regimen you follow, you should achieve most of the following:

Backup. Your important data should be backed up locally so that you can access it immediately. Locally means
to a second hard drive in your PC or an external hard disk.

Off-site backup. In addition to your local backup—and, please, read that again: in addition to your local
backup—your important data should be backed up to an offsite location. Today, in 2016, that means to the
cloud.

Automatic. Both backup types should be automatic. You set it and forget it, and if you’re lucky you never need
any of it. Hint: you won’t always be lucky.

Disconnected. Create periodic disconnected backups and keep them separate from your PC.

Here’s my rule of three

1. At least three copies of everything
2. On at least two different media
3. With at least one kept in a different physical location.
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Backing up your data
Using the Windows 8 or Windows 10 built-in File History

Important notes:
e File History in Windows 10 now gives you control over which folders are included.
e File History settings should be accessed through the new Windows 10 Settings App rather than
through the Control Panel. Open Settings by pressing the Windows key plus the letter i.

File History is Windows 10’s main backup tool, originally introduced in Windows 8. Despite the name, File
History isn’t just a way to restore previous versions of files—it's a fully-featured backup tool.

After you set up File History, you can just connect an external drive to your computer and Windows will
automatically back up your files to it. Leave it connected and Windows will back up automatically on a
schedule.

How to Enable File History

File History is designed to be quick and easy to enable, unlike other complex backup tools. To enable it,
first connect an external hard drive to your computer. Next, open the Settings app from your Start menu.
Navigate to Update & Security > Backup.

Click or tap the “Add a drive” option under Back up using File History to add an external drive that File
History will back up to. It'll list external drives and give you the option to back up to them.

You could also use the Control Panel for this, but we’ll be covering the new Settings interface here. If you'd
like to use the Control Panel instead (for example, if you're still on Windows 8), open the Control Panel and
navigate to System and Security > File History.
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Select a drive, and Windows will use it for File History. The “Automatically back up my files” option will
appear and be automatically turned on. Windows will automatically back up your files to the drive
whenever you connect it to your computer.
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How to Configure File History

Select “More options” to configure how often File History backs up, how long it keeps those backup copies,
and—most importantly—which files it backs up.

File History automatically backs up your files every hour by default, but you can select a different time
here. You can choose once every 10 minutes, 15 minutes, 20 minutes, 30 minutes, 1 hour, 3 hours,
6 hours, 12 hours, or once per day.

It will normally keep your backups forever, but you can have it delete them when they become one month,

3 months, 6 months, 9 months, 1 year, or 2 years old. You can also have File History automatically delete
backups as necessary to make space on your File History drive.
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By default, File History will be set to back up important folders in your user account’s home folder. This
includes the Desktop, Documents, Downloads, Music, Pictures, Videos folders. It also includes the
Roaming folder where many programs store application data, your OneDrive folder, and other folders.

You can check the full list of folders in this window, and add more folders. Select “Add a folder” and you'll
be able to choose any folder on your computer to back up. You can also select a folder here and use the
“Remove” button to prevent Windows from backing it up.

NOTE: In Windows 8, you do not have the option to add folders from File History—instead, you must add
folders to a Library in order for them to be included.
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You'll also find an “Exclude these folders” section that allows you to exclude specific subfolders from being
backed up. For example, you could have Windows automatically back up every folder in your Documents
folder, but ignore one particular folder. In Windows 8, you’ll find this on the left-hand side of the File History
window.

To start backing up to a different drive, use the “Stop using drive” button. This allows you to stop backing
up to your current drive and start backing up to a new one. The backups won’t be deleted, but
Windows can only be configured to back up to one drive at once.
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The “See advanced settings” link here takes you to the Control Panel, which offers another interface you
can use to configure File History. Click “Advanced Settings” here and you'll find a few more options,
including the ability to view recent errors in the Event Viewer, clean up old versions of files, and allow other
computers that are part of your homegroup to back up to your drive.
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How to Restore Files from Your Backup

To restore files from your external drive, open the Settings app, select “Update & security,” select
“Backup,” select “More options,” scroll down to the bottom of the window, and select “Restore files from a
current backup.”

You can also open the Control Panel, select “System and Security,” select “File History,” and click “Restore
personal files.”

(If you have File History backups you created on another computer, just set up File History on the new
computer and select the drive containing your old File History backups. They’ll then appear in the Restore
Files interface so you can restore files, just as you could if the backup was created on the current
computer.)

This interface will allow you to view your backups and restore files. Browse the available files and select
one or more files or folders. You can preview them by right-clicking them or select them and click the green
button to restore them to your computer.

To choose a time period, click the arrow buttons or the panes at the side of the window. You'll also be
informed how many different backup time periods are available. For example, in the screenshot below, the
“2 of 3” at the top of the window indicates there are three available backups, and we’re viewing the second
one. There’s one older backup available, as well as one newer one.
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How to Restore Files From Within File Explorer
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You can also quickly restore a previous version of a file from File Explorer. Open File Explorer, right-click
the file you want to revert, and click “Restore previous versions.” You can also click “Properties” and then
select the “Previous Versions” tab.
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Any available previous versions of the file from File History will be available here. You can preview them,
restore one to its original location, or restore a previous version to a different location on your computer.
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You can also view previous versions and deleted files that were in a specific folder. To do this, navigate to
the folder in File Explorer, click the “Home” tab on the ribbon bar at the top of the window, and click
“History.”
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You'll be presented with a list of files you can restore that were once in the folder. This is the same
interface you’d use when restoring files normally, but File Explorer allows you to start from within a specific
folder to speed things up.
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File History is a very simple and useful backup option, and for it's completely free. Windows 10 also allows
you to create a system image backup if you want a full backup copy of your operating system state. This
isn’t the ideal solution for backing up your files—even if you make system image backups, you should be
creating more frequent backups of your important files with File History—but some geeks may find it useful
if they’re playing with the Registry or other system files.

You can read more online here.

If you use Windows 7 there is no File History feature but you can still backup by following the directions here.

Backing up your system
Should your system crash or become infected, Windows 10 has a built in feature called Reset. Should you use
this feature you will be asked to choose one of two or possible three options. Here’s what will happen:
e Choosing Option 1 — Keep my files
e Reinstalls Windows 10 and keeps your personal files.
e Removes apps and drivers you installed.
e Removes changes you made to settings.
e Removes any apps your PC manufacturer installed. (If your PC came with Windows 10, apps from
your PC manufacturer will be reinstalled.)
e Choosing Option 2 — Remove everything
e Reinstalls Windows 10 and removes all your personal files.
e Removes apps and drivers you installed.
e Removes changes you made to settings.
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e Removes any apps your PC manufacturer installed. (If your PC came with Windows 10, apps from

your PC manufacturer will be reinstalled.)
e Choosing Option 2 Restore factory settings

e Reinstalls the version of Windows that your PC came with (either Windows 8 or Windows 8.1) and
removes your personal files.

e Removes apps and drivers you installed.

e Removes changes you made to settings.

e Reinstalls any apps your PC manufacturer installed on your PC.

Note: This option isn't available on all PCs.

None of these options are convenient since you will have to reinstall all of your software as a minimum. Plus,
all but Option 1 will remove all of your data.

The best way to prevent from having to use this feature is to make a backup of your whole system once you
have it up and running the way you like it.

There are 2 avenues available to you as follows:
1. Use the Windows built-in Disk imaging software. An image is nothing more than a complete copy of
your system.
2. Use afree 3™ party program such as Macrium Reflect available at
http://www.macrium.com/reflectfree.aspx.

Directions for both methods follow:

Using the Windows built-in Disk Imaging feature
The process is as follows:
e You first have to create a Recovery Drive. See instructions here.
o Next, create a system image onto an external hard drive. See instructions here.
If you should have trouble with your PC due to a crash or infection, just boot from the Recovery drive and
restore the image. See how to restore here.

Using the free Macrium Disk Imaging program
If you want some more features and flexibility, try the free Macrium Reflect. Its available at
http://www.macrium.com/reflectfree.aspx and the manual is here. Here are the steps.

e Download and install Macrium Reflect Free

e Create the bootable recovery media

e Boot from the media and create a backup image onto an external drive.
If you should have trouble with your PC due to a crash or infection, just boot from the bootable media and
restore the image. See how to restore here.

Notes

Be sure to do all of the prep work such as creating the bootable disks and reading the documentation prior to
getting into trouble. Make sure you know to boot from the recovery media.

See a list of backup software here.
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What is and what is not on your PC’s hard drive when you first purchase it?
e Usually one very large hard drive
e An operating system that’s at least 6 months out of date
e An outdated or trial version of an antivirus program
e Unwanted software
e None of your favorite programs
e No email or contacts unless you use Web mail
e None of your settings, Screen Saver, Desktop icons and shortcuts
e NoiTunes Library, etc.
e A Recovery Partition so you can restore you PC to this miserable state if it crashes
e No User accounts
e No Power Options (usually for a Laptop)
e No Browser plugins such as Flash or LastPass
e No printer or scanner is installed
e Possibly no Adobe Reader
e No Internet Favorites
Note: You have the same situation if you have to reinstall Windows after a crash.

Page 11 of 11



